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CLASSIFICATION AND EXPERIMENTAL STUDIES
OF THE FACTORIZATION ALGORITHMS EFFICIENCY

The subject of the study is factorization algorithms, namely experimental testing of the efficiency of modern algorithms
for integer factorization, identifying patterns between factorization algorithms and the size of the numbers being factorized
in terms of the time required to perform the factorization operation. The purpose of the article is to analyze the performance
of factorization algorithms using various composite numbers, in particular medium-sized numbers (~ 20 digits), which
allows evaluating their efficiency and execution time. In the course of the research, the following tasks must be performed: classify
modern factorization algorithms, experimentally verify the efficiency of modern Pollard factorization algorithms (p and p-—1),

the elliptic curve method, the Dixon algorithm, and the quadratic sieve. To achieve the goal, general scientific methods
were used: analysis of the subject area and mathematical apparatus, set theory, numbers and fields, planning, and experimental
research. Results achieved. Experimental studies have shown that Pollard’s algorithms are effective for numbers with small divisors,
but lose performance as the size of the numbers increases. The elliptic curve method has proven its usefulness in finding
medium-sized divisors and has shown better scalability compared to classical stochastic methods. The Dixon algorithm,
despite its relative simplicity of implementation, has demonstrated stochastic fluctuations in execution time, which limits its practical
value in scenarios with strict time constraints. The most stable and predictable results were achieved for the quadratic sieve,
which confirmed its suitability for factoring medium-sized numbers and provided the smallest spread of time values under conditions
of multiple runs on identical data sets. Conclusions. The experiments fully confirm the theoretical expectations regarding
the performance of the methods under study. The results indicate that simple algorithms (Pollard, elliptic curve method)
are appropriate for preprocessing and detecting weak keys, while the quadratic sieve is the optimal choice for factoring
medium-sized numbers. For large RSA modules, it is practical to use more complex algorithms, such as the general number
field sieve. Further development of factorization algorithms involves parallelizing the factorization process and developing
algorithms that use screening of impossible solutions.

Keywords: integer factorization; cryptography; Pollard method; elliptic curve method; quadratic sieve; Dixon’s algorithm;
algorithm efficiency.

Introduction rapid transfer of documents between executors and

real-time coordination, but at the same time, the

The qualitative leap in information technology that confidentiality of the information being transferred

we have witnessed over the past decade has significantly
changed approaches to the organization of technical
and technological processes in industry. First of all, it is
worth noting the use of artificial intelligence in the
organization of production processes. This includes the
creation of enterprises in which most of the processes
are performed by robotic platforms, research and creation
of new materials with specified properties, product
control, ranging from food and medicines to spacecraft
and nuclear power plants, etc.

Along with the introduction of new technologies,
the number of accompanying documents is also growing,
including new technologies, technological maps, reports
on research work, accounting documentation, and
information about individuals involved in various
projects. All this data is stored both on hard media and
in electronic form. The electronic form allows for the

and stored must be ensured. The most common way to
ensure confidentiality is encryption. This method allows
information to be transmitted over open communication
channels, stored in cloud storage, and read only
with a key.

The encryption process itself is based on the use of
cryptographic systems. There are two large groups of
these systems: symmetric and asymmetric. While the
cryptographic strength of symmetric encryption systems
is based on key secrecy, asymmetric systems rely on
solving problems that are difficult to solve. In the first
case, a single key is used for encryption and decryption,
while in the second, two keys are used, one for
encryption and the other for decryption. One such
problem is the factorization of large numbers.

Factorization, or the decomposition of integers into
prime factors, is one of the fundamental problems of
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number theory and cryptography. It underlies the
security of modern cryptographic protocols, in particular
the RSA system. The security of RSA is based
on the computational complexity of factoring large
composite numbers, which are the product of two
large prime numbers.

In modern research, factoring is considered a key
element of cryptanalysis, as well as a training and
research platform for testing the algorithmic efficiency of
various calculation methods. There is a wide range of
factorization algorithms. These include classical methods
such as Fermat’s method, Pollard’s method, and Dixon’s
algorithm, as well as modern lattice methods and
algorithms based on elliptic curves. Each of these
algorithms has its own limitations and areas of
application, which determine their practical suitability
for factoring numbers of different sizes.

The aim of this study is to investigate algorithms in
terms of their suitability for RSA systems. For each
algorithm, the execution time is evaluated and
a comparison of efficiency is performed on a set of
composite numbers of different sizes.

Relevance of the study

Number factorization, i.e., the decomposition of
integers into prime factors, is one of the oldest
mathematical problems that has attracted the attention of
many mathematicians over the centuries. Eratosthenes
(276-194 BC) was the first known mathematician to
develop a simple algorithm for finding prime factors.
It is called Eratosthenes’ sieve and enumerates all prime
numbers smaller than a given integer N. Other prominent
mathematicians who have made various contributions
to factorization are Fermat (1607-1665) and
Euler (1707-1783) [1].

The development of computer technology in the
mid-20th century allowed mathematicians to create
new and effective factorization algorithms. Significant
improvements in the theory and practice of factorization
were driven by the development of the well-known RSA
public-key encryption algorithm.

The basic concept of asymmetric cryptographic
algorithms is the use of two different keys: one
for encrypting a message and the other for
decrypting it [2, 3].

A key feature of such algorithms is the
irreversibility of the encryption procedure, even with
the public key available [4]. That is, knowing the

public encryption key and the encrypted text, it is
impossible to recover the original message. Decryption
is only possible with the use of the corresponding
private key. Thus, the public key can be publicly
available — its disclosure does not pose a security threat,
since it does not allow the encrypted information to be
read. The security of the algorithm is ensured by the
complexity of the inverse operation — determining
the original prime numbers by their product [5].
As a result, factorization of numbers is the mathematical
basis of modern asymmetric cryptography.

As information security becomes increasingly
important, cryptographic mechanisms have become
an integral component of every information system.
The use of cryptographic mechanisms and protocols can
solve many security problems (confidentiality, integrity
control, authenticity, and non-repudiation of information).
The development of cryptographic technologies has
a direct impact on the economic, sociological, and
political aspects of society as a whole. The development
and use of factorization algorithms, analysis, and
evaluation of their effectiveness allow new requirements
to be developed for future versions of the RSA system,
in particular for the size of the system module and
the keys involved in the process of encrypting and
decrypting information.

Thus, the widespread use of cryptography today
increases the importance of developing cryptographic
algorithms, and research into the features of applying
number factorization algorithms for RSA is relevant.

Literature review

The operation of factorization algorithms is
considered in the works of contemporary Ukrainian
and foreign authors [6-8].

In [9], the dependence of the factorization of
composite numbers on the time required to decompose
this composite number using trial division, Fermat’s

algorithm, Pollard’s p -method, Pollard’s ( p—1)-method,

and Brent’s method is compared. However, the authors
do not take into account the conditions for using
algorithms to solve cryptography problems.

In [10], a modification of Fermat’s algorithm using
Euler’s function is considered. However, the author
does not investigate the effectiveness of applying the
proposed algorithm specifically for the implementation
of encryption algorithms.




CyuacHuii cman HayKkogux 00CaiodiceHb ma mexHonoeit 6 npomuciogocmi. 2026. Ne 2 (36)
Innovative technologies and scientific solutions for industries. 2026. No. 2 (36)

ISSN 2522-9818 (print)
ISSN 2524-2296 (online)

In [11], the authors investigated three factorization
algorithms: the divisor search algorithm, Fermat’s
algorithm, Pollard’s p-method, and Shor’s algorithm.

The research is interesting in that emulating a quantum
algorithm on a classical computer does not provide
significant advantages. At the same time, the authors did
not consider other algorithms used for the RSA system.

In [7, 12], the authors investigated the effect
of the number of threads on the speed of execution
of the division verification algorithm and their energy
efficiency. However, the authors also did not take
into account the peculiarities of the RSA system in
their research.

Thus, modern research  considers various
factorization algorithms. However, in most cases, such
studies do not analyze the possibility of using them
for the RSA system.

The purpose of this study is to analyze the
performance of factorization algorithms on a home
computer using various composite numbers, including
medium-sized numbers (~20 digits), to evaluate their
efficiency and execution time. Particular attention is paid
to algorithms that can be used to analyze the security of
RSA systems with weak keys, as well as their educational
value for demonstrating the principles of factorization.

Presentation of the main material

The factorization of natural numbers is a basic
operation in arithmetic, which consists of representing
anumber neN as a product of prime factors. According
to the fundamental theorem of arithmetic, every natural
number n>1 can be represented uniquely (up to the
order of the factors) as a product of prime numbers.

The formalized formulation of the problem is
as follows.

Let there be a given natural number

neN,n>1
The general problem of factorization is to find a set

of prime numbers {p,, p,...., p,} = P and corresponding

exponents { p;, p,..... P} <P such that the following

equality holds
n=p*-py ... P, where p; < p.,,,Vi

p, are prime numbers, a >1, k>1 and the layout

is unique with precision down to the rearrangement
of factors [6, 7, 9].

The development of effective factorization
algorithms allows for the improvement of both protection
and cryptanalysis tools.

There are a large number of factorization algorithms.

1. Classical methods (based on quadratic
congruences) [1, 9, 11].

These methods are based on finding numbers a, b,

such that a*> =b*modn .
a isnotequal b by the module n.
Then the expression can be rewritten as

(az—bz)EOmodn
or
(a—b)(a+b)=0modn.

It is possible to find a non-trivial divisor of the
number n by calculating the greatest common divisor

(GCD): GCD(a-b,n) and GCD(a+b,n). At least

one of these GCDs will be a non-trivial divisor of n,
which is the goal of factorization.

2. Stochastic and probabilistic methods [13].

Stochastic, or probabilistic, factorization methods
do not guarantee finding a divisor within a specified time,
but they have a high probability of success.
Their effectiveness depends on the properties of the
number itself or its unknown divisors. The basic idea
is to use randomness to "stumble upon" a divisor.
Unlike deterministic methods, they do not try all possible
options, but make "lucky guesses".

3. Sieve methods [1, 6, 10, 11, 13].

Sieve methods are the most powerful known
algorithms for factoring large integers. Their name comes
from the main stage, which resembles the famous
Sieve of Eratosthenes for finding prime numbers.

The general principle of these methods is to reduce
the factorization problem to two basic steps:

— Sieving stage — efficient search for special
"smooth" numbers (i.e., numbers that can be factored
into small prime numbers).

— Linear algebra stage — combining the numbers
found to construct a congruence of squares.

The ultimate goal, as in many other algebraic
methods, is to find two different numbers a and b
such that:

a’ =b®modn
where n is a number that needs to be factored. If such
a pair is found, the divisors can be easily calculated

using GCD(a—b,n) and GCD(a+b,n).
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The key idea that makes these methods so fast
is that instead of checking millions of numbers one
by one for "smoothness", the sieve allows you to do
this en masse.

4. Algebraic methods [4, 6, 7, 13].

Algebraic factorization methods are based on using
the properties of numerical structures, equations, and
forms to find non-trivial divisors of composite numbers.
Unlike classical or stochastic algorithms, which work
mainly through brute force or random iterations,
algebraic methods apply strict mathematical patterns
that reduce the search space for factors.

Classical methods

Stochastic methods

(Factorization algorithms

Algebraic methods

Quantum
algorithms

Fig. 1. Classification of factorization algorithms

Despite the significant variety of factorization
algorithms, their use in RSA systems is somewhat
limited.

Algorithms of a special structure, which include

Fermat’s method, Euler’s method, Pollard’s (p-1)

method, Williams’ (p+1) method, Bent’s method,

The basic idea of such methods is to represent
a given number nnn in the form of algebraic relations,
such as equations or quadratic forms, and find solutions
that lead to a non-degenerate divisor of the number.

5. Quantum algorithms [10].

Shore’s algorithm is the most efficient theoretically
known method for factorization on quantum computers.
It performs decomposition in polynomial time, which
threatens modern cryptography.

The most well-known algorithms of different classes
are shown in Fig. 1.

Fermat's method )

Euler's method )

Legendre's method )

Kraitchik's method )

Congruence of Squares )

p-Method Pollard's )

Pollard's (p-1) method )

Pollard's (p+1) method )

ECM (Elliptic curve) )

Dixon’s algorithm )

Quadratic Sieve (QS) )

Multiple Polynomial QS (MPQSD

GNFS (General Number Field Sieve) )

SNFS (Special Number Field Sieve) )

SQUFOF )

Pell's equation )

Coppersmith’s method )

Shor's quantum algorithm)

Pell’s equation, SQUFOF, Legendre’s method, Legendre-
Gauss’s method, and Kraitchik’s method, are only
effective in cases where the divisors have a special
form (for example, p—1 or p+1 are easily factorized,

or the numbers are close to each other). As a result,
they are not applicable to RSA systems, since prime
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numbers for RSA are chosen randomly and specifically
checked for the absence of weak structures.

Stochastic and probabilistic methods are suitable
for finding "small" prime divisors. ECM, in particular,
is the most effective method for finding small prime
factors in large numbers. For RSA systems, such methods
can only be effective in the case of incorrect key
generation (for example, when one of the prime factors
is significantly smaller than the other). In correctly
generated RSA keys, prime numbers have the same
length, so these methods are ineffective.

Lattice-type algorithms are among the most
powerful classical algorithms. QS is effective for
medium-sized numbers (up to ~110 digits). For very
large numbers, such as RSA-1024, the only known
practical method is GNFS. All successful attacks on RSA
keys with a length of 768 bits and less are based
on GNFS. Algebraic methods are used to construct
a factor base at an auxiliary stage in the implementation
of lattice methods (QS, GNFS).

The only known algorithm that makes RSA
fundamentally vulnerable is Shor’s quantum algorithm.
However, its practical application requires a high-
powered quantum computer, while emulation of this
algorithm on a classical computer does not demonstrate
high efficiency.

Therefore, lattice methods remain the most relevant
methods for systems [14].

To compare factorization algorithms, this study
chose methods that can find RSA module divisors in
cases of poor key generation or demonstrate the principle
of RSA key construction. All algorithms were
implemented in Python, and Google Colab cloud
platform was chosen as the execution environment.
The experimental study was conducted on a sequence of
numbers in the range from 4 to 1,000,000 with an interval
of 10,000. This approach ensured equal execution
conditions for each of the algorithms and enabled
a correct comparison of their effectiveness.

Pollard’s Rho method (Pollard’s p-method) was

chosen as the first algorithm for the study. It is usually
used to find small divisors. If the RSA module was built
with a "bad" prime number (for example, not a random
number, but a number that has a certain structure),
this method can quickly find it. Therefore, it is used
to check RSA keys for weakness.

The idea of the algorithm is based on the birthday
paradox and the idea of cycles in pseudo-random number
sequences. First, a sequence of numbers is generated.

To do this, an arbitrary initial number X, is selected.
The sequence of numbers X, X,, X;,... is generated using

a pseudorandom function X, X,,X,,..., where N is the

number to be decomposed, and c¢ is a small constant
(for example, c=1) [8, 15].

Since the sequence is generated modulo N, it is
cyclic. The algorithm searches for repetitions not
in the sequence modulo N itself, but in the sequence
modulo p, where p is a prime factor of N . Due to the
birthday paradox, the probability that two numbers in the
sequence will be equal modulo p is significantly
higher than modulo N . For an efficient search for
a match, Floyd’s cycle detection algorithm, also known
as the "tortoise and hare method", is used.

The formalized algorithm can be written as follows:

1. Select random initial values X, and Yy, =X, .

2. Select constant ¢ =0 .

3. Repeat:

- X = (xf_l +c)mod N

- ¥ =(y,+c)modN, and then  again
Y =(¥ +c)modN (ie. y,=x,)

— Calculate d =GCD(]y, —x|,N).

— If d>1 and d=N, then d is a simple

multiplier of the number N . The algorithm is complete.

— If d=N, this means that we have "jumped"
over the multiplier. In this case, we need to start over
with different initial values x, or c.

— If d =1, continue iteration.

The complexity of this algorithm s

approximately O(N¥*).

The results of applying the algorithm are shown
in Fig. 2.

Analysis of the results shows that the execution time
of Pollard’s p-method is on the order of microseconds,

varying from approximately 5.8x107 to 4.9x107
seconds. Most measurements are concentrated near the
lower limit, indicating the stability and relatively high
efficiency of the method for the selected input data.
At the same time, there are isolated peak values that
exceed the average level by more than an order of
magnitude. This may be due to the specifics of the
random component of the algorithm, which sometimes
leads to longer searches for non-trivial divisors.
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Fig. 2. Results of testing the Pollard’s p -method algorithm

Thus, Pollard’s

performance for factorization problems on small
and medium-sized numbers, but is characterized
by uneven execution time due to its probabilistic nature.
This makes it suitable for practical application
in conditions where execution time fluctuation is
acceptable, but requires caution when estimating
guaranteed computational costs.

The second algorithm considered is Pollard’s

p -method demonstrates high

(p—1) method. This is a specialized factorization
method that is effective for decomposing a number N
if N has a prime factor p for which the number p—1
is smooth. A smooth number is a number whose prime
factors are all less than a certain specified limit.

The algorithm is based on Fermat’s little theorem,
which states that if p is a prime number and a is
an integer not divisible by p, then a®* =1(mod p).[8, 16]

If p—1 is a smooth number, it can be decomposed
into small prime factors. The algorithm uses this fact
to find a multiple of p—1 (or k(p-1)).

The formalized algorithm can be written as follows:

1. Choose any initial number a, for
example, a=2.
2. Select the smoothness threshold B.

This number determines how "smooth” p—1 should be.

3. Calculate K as the product of all powers
of prime numbers less than or equal to B .

4. Calculate a“(modN) using the algorithm
for rapid exponentiation by modulus.
5. Calculate d =GCD(a" -1,N).

6. If d>1 and d=N, then d is a simple
factor of the number N . The algorithm has been
successfully completed.

7. If d =1, then the chosen boundary B is too
small, and p-1 is not smooth with respect to B.

It is necessary to increase B and repeat.
8. If d =N, then the chosen number a is not
suitable. This can also happen if N has several

factors p, with smooth p,-1. You need to start again

with another a .

The time complexity of this algorithm for factoring
a sequence of numbers is shown in Fig. 3.

The results show that the execution time of

Pollard’s (p—1) method varies widely: from values

of the order of 10°—10"° seconds to individual peaks
reaching 0.015-0.020 seconds. Most of the results
are concentrated in the microsecond range, confirming
the high efficiency of the algorithm for most of the
numbers processed. At the same time, the presence of
significant deviations from the average level indicates
a substantial dependence of the execution time on the
structure of the factorized number, in particular on the
properties of its prime divisors and the order of elements
in the multiplicative group modulo.
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The (p-1)
asymmetric performance. In most cases, it works
very quickly, but for some numbers it may require
significantly more time.

The next algorithm under consideration is the
Elliptic Curve Method (ECM). This algorithm is used to
find non-trivial factors of integers. It is particularly
effective for finding relatively small prime factors of
large numbers, and its performance depends on the size
of the smallest prime factor, not the size of the number
itself, making it one of the most powerful modern
methods for finding medium-sized factors.

ECM combines the ideas of Pollard’s (p—1) method

and the group structure of points on an elliptic curve.
Instead of performing calculations with numbers modulo
N, ECM performs addition operations on points on
an elliptic curve modulo N [11].

The algorithm selects a random elliptic curve E
and a point P on it. An elliptic curve is generally
described by the equation y? = x> +ax+bmodN .

Pollard method  demonstrates

The operation of “addition" can be defined on the
points of an elliptic curve. This operation is associative,
and the points form an Abelian group. Similar to
the (p—1) method in ECM, point P is "added" to itself

K times, and K-P is calculated. The calculation
of K-P is performed modulo N .

The main advantage of ECM is that the order
of the group of points on an elliptic curve modulo p
(where p is a prime factor of N) can be different
for different curves.

T
0.4

T T
0.8 1.0
le6

T
0.6

The formalized algorithm can be written as follows:
1. Select the smoothness limit B, .

2. Select a random elliptical curve E and
apoint P onit.
3. Calculate Q=K-P(modN), where K -

the product of all prime numbers less than or equal to B, ,

in the appropriate degrees.
4. When calculating Q , each step checks whether

an error occurs when dividing by 0 (modN).

If the GCD of the denominator and N is greater than 1,
the factor is found.

5. If no multiplier is found, you can increase
the limit B, or try another curve and point P .

6. The computational complexity of ECM
depends on the size of the smallest prime factor p

of the number N and is approximately equal to

0 (e“z"’g Plogloa? . 1og? N ) . The complexity is sub-exponential

with respect to p, not N . This means that the smaller
the prime factor, the faster ECM will find it.

The probability of successfully finding a factor
increases with the number of attempts (i.e., with the
number of elliptic curves used).

The time required for factorization using this
algorithm is shown in Fig. 4.

The results obtained demonstrate significant
variability in the execution time of the ECM method.
The values range from about 10~ seconds to tens
of seconds, with both relatively fast factorizations
(e.g., in the millisecond range) and significant peak
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loads recorded — in particular, 6.58 seconds and even
14.26 seconds. This uneven performance is explained
by the mathematical nature of ECM. Its effectiveness
depends significantly on the choice of random elliptic
curves and the properties of the desired prime divisor.

If the parameters are "favorable", the algorithm
quickly finds the factor, but in unfavorable conditions,
a large number of iterations are required, resulting
in exponential peaks in execution time.

Time expenditure

Factorization time (s)
=Y

— ECM

T T
0.0 0.2 0.4

T
0.6 0.8 1.0

Ratio of composite numbers 1e6

Fig. 4. Results of testing the ECM algorithm

Quadratic Sieve (QS) is one of the most efficient
classical algorithms for factoring large integers.
It belongs to the class of algorithms based on the idea
of finding congruence of squares and is the best choice
for factoring numbers up to 100-120 digits.

The algorithm is based on the idea of finding
two numbers x and y such that x = and
x> =y*(modN). If
x*—y?=(modN), then x*—y*=(modN) is divisible
by N . In this case, with high probability GCD(x—y,N)
or GCD(x+ Y, N) will give a non-trivial factor
of the number N [16].

The method for finding such a congruence consists
in searching for a set of numbers 1z, such that
z2(mod N) is a smooth number (i.e., it can be factorized

from a small "factor base").
The computational complexity of the quadratic

sieve is sub-exponential and is expressed by the
formula L [1/2,c]=e NN ywhere ¢ =1 for

the basic algorithm.
The time required for
this algorithm is shown in Fig.5.
The results of experiments with a quadratic
lattice (QS) demonstrate high stability of execution

such a pair is found so

factorization  using

time. Most values are concentrated in the range of
5.0x10° -7.0x10™° seconds, which indicates relatively

predictable computational behavior of the algorithm.
Only a few experiments showed deviations, in particular
peak values of about 1.0x10™* seconds, but such
cases are rare. Unlike stochastic methods, such as ECM,
the quadratic sieve manifests itself as a more
deterministic algorithm with uniform load. This is due to
its structured construction based on the factor base
and the method of linear algebra. It is thanks to this
that QS is considered one of the most effective universal
methods for factoring medium-sized numbers.

Thus, the experimental results confirm the
theoretical estimates — the quadratic sieve ensures
consistency and stability of execution time when
calculating the factors of numbers in the studied range.
This makes it practically suitable for factorization
attacks on small and medium-sized RSA modules.

The last algorithm studied is the Dixon algorithm.
It is a probabilistic method for factoring integers.
The algorithm belongs to a class of algorithms based
on finding congruences of squares and is the theoretical
basis for more practical and faster algorithms, such as
the Quadratic Sieve (QS).
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Fig. 5. Results of testing the Quadratic Sieve method

The basic principle of Dixon’s algorithm is to find

two numbers x and y such that Xx=+y(modN)
and x*=y*(modN). If such a pair is found,

then x*-y*=(modN), which means is divisible

by N [17,18].

The method for finding such a pair is based
on the system of smooth numbers.

The time required for factorization using this
algorithm is shown in Fig.6.

For small composite numbers, the algorithm takes

about 3.5x10™° seconds to run. These values are quite

close to QS, which shows the effectiveness of the
method for small numbers.

With an increase in composite numbers, there
is a gradual increase in the duration of calculations,
in some cases up to 0.0015-0.0023 s. This is because
Dixon requires more iterations to find dependencies
in the factor base as the size of the number increases.
There is a strong variability of values between
neighboring numbers (values can jump from 0.0006
to 0.0017 s). This indicates the stochasticity of the
algorithm, i.e., the efficiency depends on the random
selection of squares and the solution of linear systems.
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Fig. 6. Results of testing the Dixon algorithm
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The upper peaks during the experiment are isolated,
but significantly exceed the average values, which
confirms low stability compared to QS. The Dixon
algorithm  demonstrates average efficiency  for
the numbers studied. It is faster than Pollard’s

methods (p, p—1) on large numbers, but inferior
to the quadratic sieve in terms of stability and
predictability of running time. This confirms its status

as a transitional method between simpler factorization
algorithms and more advanced ones (QS, NFS).

Conclusions

The experimental study allows us to draw
the following conclusions regarding the effectiveness
of factorization methods.

Pollard’s algorithms showed some variability
in their performance, which makes them suitable
for practical application in conditions where execution
time fluctuations are acceptable, but requires caution
when estimating guaranteed computational costs.
As a result, it is advisable to use these methods in
combination with other factorization algorithms, which
allows compensating for their uneven performance.

The elliptic curve method (ECM) showed higher
efficiency compared to Pollard’s algorithms when
searching for divisors of average size. The results of the
experiments confirm the theoretical position on the
advisability of its use in the initial stages of factorization
of large numbers.

The Dixon algorithm demonstrated stochastic
behavior and significant fluctuations in execution
time, which corresponds to its probabilistic nature.
The results confirmed its limited practical value
compared to more modern methods.

The quadratic sieve (QS) showed the best results
among all implemented algorithms, ensuring stability
and relatively predictable execution time. This confirmed
the theoretical complexity estimates and proved
the feasibility of using this method for factoring
medium-sized numbers.
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KIIACU®PIKALIA TA EKCIIEPUMEHTAJIBHI JOCJ/IIIKEHHSA
E®EKTUBHOCTI AJITOPUTMIB ®AKTOPU3ALIIL

IIpenveToM fpocaimKeHHSI € QIrOpuTMH (aKkTopH3alii, a came eKCIepHMEeHTaIbHA TIIepeBipka e(EeKTUBHOCTI CydYacHHX
ITOPUTMIB IIJIOYHACENBHOT  (paKTOpU3aIlii, BHSABICHHS 3aKOHOMIPHOCTEH MiX anroputMamu (akTopu3alii Ta po3MipoMm
quceln, o (GpakTOpU3yIOThCs, 3 MOTIIAAY Yacy, HEOOXiTHOTo Al BUKOHAHHA (akTopu3aiii. MeTa podoTuH — aHami3 IpOIyKTUBHOCTL
ITOPUTMIB (akTopu3alii 3 BHKOPUCTAHHSIM pI3HMX CKIAJACHHX YHCEJ, 30KpeMa 4YHCell cepeiaHboro posmipy (~20 pospsuis),
0 Jla€ 3MOTY OIIHHTH iX e(EeKTHUBHICTh i Yac BHKOHAHHS. Y TIPOIECi JOCTI/KCHHS HEOOXINHO BHKOHATH Taki 3aBJaHHS:
CHCTEMaTU3yBaTH Cy4acHI anropuTMH (akTopmsaiii, eKCICPHIMEHTAIbHO TEPeBIpUTH e(EeKTUBHICTh CyYacHHX AJITOPUTMIB
taxropuzauii [loamapaa (p Ta p—1), Mmetony eminTHYHOI KpHBOi, anroputMy Jlikcona i kBaapatuuHoro peurera. [[jis qocsrHeHHS
METH BHKOPHCTOBYBAJIHCSI 3aralbHOHAYKOBI METONM: aHANi3 IPeJMETHOI ramys3i Ta MaTeMaTH4HOTO amapary, Teopiss MHOXHH,
gpcna W IO, IUIAHYBAHHS Ta EKCIIEpUMEHTalbHE JociipkeHHs. JlocsirHyTi pe3yasTatn. ExcneprMeHTandbHI JOCIIKEHHS
MpoJeMOHCTpyBany, Imo ainroput™u Ilommapaa edexTuBHI A7 WHcen 3 MalNMHU AiTBHUKAMH, ajle BTPAYalOTh IMPOIYKTHBHICTH
31 30UIBLICHHSAM PO3Mipy uuced. MeTon eminTU4YHOi KPHBOiI JOBIB CBOIO JOLIIBHICTH y IMOIIYKY AIIBHUKIB CEPEIHBOTO PO3MIpY
Ta Kpally MacliTabOBaHICTh IIOPIBHSHO 3 KIACHYHHMH CTOXAaCTHYHMMH MeTogaMu. Anroput™ JlikcoHa, He3Bakardn
Ha BIJHOCHY IIPOCTOTY peai3allii, MpoJeMOHCTPYBaB CTOXACTHYHI KOJHMBAHHS Yacy BHUKOHAHHS, IO OOMEXye HOro IpakTHIHY
LIHHICTB Yy CIICHAPIsAX 31 CTPOTUMHE YaCOBUMHU OOMex)eHHsIMH. HaifOimpIn cTablIbHIX 1 Tepe0adyBaHuX pe3yabTaTiB OyJI0 JOCSITHYTO
IUIS KBaJpaTHYHOTO peIIeTa, sSKe JOBEeN0 HOro MPHUIATHICTh Ui (aKTOpU3aIlii YHcelT CepefHBOro po3Mipy U 3abe3medmio
HalMEHIINH PO3KH/] 3HAYEeHb Yacy 3a YMOB 0araTopa3oBOro BUKOHAHHS Ha iIeHTHYHUX Habopax naHux. BucHoBku. Excrniepumentn
MOBHICTIO MiATBEP/UKYIOTh TEOPETHYHI OYIKYBaHHS IIOAO IPOJYKTHBHOCTI JOCITIDKYBAaHMX METOJIB. Pesymbraté cBigdaTh
mpo Te, 1o npocTi amroputMmu (Mertox I[lommapma W MeTon eNiNTHYHOI KPHBOI) €(PEKTUBHI Ui IOMEPETHBOTO OOpOOJICHHS
Ta BHABJICHHS CIAOKMX KIIOYIB, TOMAI SK KBAJAPATUYHE PEHIETO € ONTHUMAJIbHUM BHOOpOM Ui (hakTopH3alii 4rMcen cepeaHbOro
posmipy. [dnst Bemukux moayiaiB RSA mpakTH4HO BHKOPHCTOBYBATH OLIBIN CKJIAJAHI alrOPUTMH, HAMPHKIAJ 3aralbHe pelieTo
gucioBoro mois. [lomampmmii  po3BHTOK anropuTMiB  (axropusamii mnependadae mapaiemizaiio mpouecy (akropusaril
Ta pO3pOOJICHHS AITOPUTMIB, IO 3aCTOCOBYIOTH CKPHHIHT HEMOXIIMBUX PO3B’SI3KiB.

KurouoBi ciaoBa: ninouncensHa dakropusauis; kpunrtorpadis; metox [lommapaa; mMeTo] eminTHYHOI KPUBOI; KBaApaTHYHE
petrero; anroputM JlikcoHa; epeKTHBHICT aIrOpUTMY.
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