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WEDD-RST: AN INTERPRETIVE APPROACH TO DETECTING DEFECTS
IN PHOTOVOLTAIC PANELS IN CYBER-PHYSICAL SYSTEMS

The subject of this study focuses on the interpretability of fault-detection frameworks in solar cyber-physical systems.
The rapid expansion of renewable energy networks generates massive volumes of continuous sensor data, requiring sophisticated
monitoring strategies to prevent safety hazards such as photovoltaic fires. Nevertheless, dominant deep learning models function
as opaque black boxes, providing no transparent reasoning for critical safety decisions. The goal of this work is to enhance the
interpretability of anomaly detection in cyber-physical environments by formulating a rule-based production knowledge base
straight from continuous sensor readings. Key tasks include developing an adaptive discretisation method, identifying minimal
feature subsets, and reconciling contradictory patterns using an integral class support score. The applied methods fuses rough set
theory (RST) with an innovative weighted entropy-density discretization (WEDD) algorithm. This combined pipeline fine-tunes
thresholds using a dual metric of information entropy and local probability density, utilizing kernel density estimation to position cut
points within natural data valleys. Deterministic rules are derived from the lower approximation, whereas probabilistic
rules are generated from the boundary region. The results illustrate the substantial effectiveness of the suggested approach.
Tested on a simulated SCADA dataset designed for fire hazard identification, the framework attains an overall accuracy of 96.2%
and a macro F1-score of 0.960. Significantly, it delivers 100% accuracy for deterministic rules and a 98.0% recall rate for the vital
Fire Hazard category. Comparative evaluations on the Iris and Wine datasets yield competitive results, achieving 93.3% and 87.6%
accuracy, respectively, when compared with Decision Tree and Naive Bayes models. The generated knowledge base is a compact
JSON artifact, making it well-suited for edge devices with limited computational resources. In conclusion, this research establishes
the WEDD-RST approach as a rigorous approach for transforming raw sensor data into fully auditable IF-THEN rules with explicit
confidence scores, offering a highly reliable solution for automated safety monitoring in cyber-physical environments.

Keywords: production knowledge base; rough set theory; discretization; information granulation; reduct; classification;
cyber-physical systems; photovoltaic monitoring; SCADA.

Introduction into actionable insights that human operators can

understand, verify, and rely on. Although deep learning
approaches demonstrate outstanding detection results
across various disciplines — from the YOLO family of

The rapid spread of cyber-physical systems (CPS) in
industrial settings, along with the shift away from

traditional distributed measurement networks [1] -
particularly in renewable energy systems — has generated
massive streams of continuous sensor data that require
intelligent analysis for real-time decision-making [2].
Photovoltaic (PV) power plants are a critical operational
area where thermal anomalies in panels, such as
overheated bypass diodes and isolated hot spots, can
cause catastrophic fires if not detected and classified
quickly [3, 4]. Modern photovoltaic plant monitoring
systems utilize Supervisory Control and Data Acquisition
(SCADA) platforms that integrate various types of
sensors, including thermal imagery from unmanned aerial
vehicle (UAV) systems, bypass diode temperature
monitors, and fire alarm detectors [5, 6]. Although
artificial intelligence boasts extraordinary accuracy in
certain data-driven fields, such as biometrics [7], the
main challenge in these cyber-physical contexts remains
the transformation of raw, continuous sensor readings

architectures in computer vision [8] and the construction
of adaptive UAV routes [9] to complex malware
identification algorithms [10] — they operate as opaque
"black boxes" that cannot be explained. In fields where
safety is critical, such as fire risk assessment, this lack of
transparency raises significant regulatory, practical, and
ethical issues [11]. Personnel responding to a fire alarm
must understand the system’s logic for classifying hazards;
receiving only a probability score from an opaque neural
network is insufficient, as a clear understanding of the
situation is necessary for correct human psychomotor
responses and rapid decision-making in high-pressure
situations [12]. Generating production rules based on
sensor input data is a fundamental problem in inductive
learning, a branch of machine learning based on symbolic
computation [13, 14]. Given a feature matrix B (where
rows denote measurement instances and columns denote
sensor attributes) along with a class label vector Y
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(denoting operating conditions), the primary goal is to
formulate logical rules structured as

IF (Feature, e Range,) AND (Feature, € Range,) ... THEN Class =Kk,

are accompanied by  corresponding  measures
of confidence (probability) and support (statistical
significance).

Converting tabular datasets into logical structures
requires solving a series of interrelated tasks: partitioning
continuous ~ variables into meaningful intervals,
identifying outliers, resolving conflicting data models,
and developing inference procedures for processing new
input data. Traditional solutions to this dilemma include
decision tree methods such as ID3 [14], C4.5 [15], and
CART [16], as well as sequential covering methods
(e.g., CN2, PRISM, RIPPER) and approaches based
on the theory of approximate sets (RST) [17].

However, each has certain drawbacks:

Decision tree models construct rules based on
locally optimal splits at each node, failing to ensure
a globally optimal set of rules. As a result, the resulting
rules may be overly complex or fail to account for
important interactions between features [18]. On the other
hand, sequential coverage methods generate rules
explicitly but remain vulnerable to the order in which
classes are processed, which can lead to overlaps or
contradictions in rule sets.

Traditional RST methods provide a robust
mathematical foundation for managing uncertainty using
lower and upper bounds [13, 19]. However, they typically
rely on basic equal-width or equal-frequency
discretization, thereby ignoring the internal structure of
the dataset. Entropy-based discretization, successfully
used in [20], although effective in class separation,
ignores the distribution of attribute values. This leads to
the segmentation of points that break up organic data
clusters, creating rules that are highly sensitive to noise.

The goal of this study is to improve the
interpretability of fault detection in cyber-physical
systems by creating rule-based knowledge bases
(PKBs) directly from continuous sensor observations.
This is achieved through a hybrid approach that
combines advanced discretization with the theory of
approximate sets (RST), effectively bridging the gap
between artificial intelligence and interpretable industrial
automation. The main scientific achievements of this
work are as follows:

1. Weighted Entropy-Density Discretization (WEDD):
a new multi-criteria discretization algorithm formulated

to simultaneously minimize information entropy
with respect to class labels and local probability density
at boundary positions. This dual-objective strategy
positions decision points in natural "valleys" that separate
data clusters, creating rules that are highly robust
to statistical outliers.

2. An optimized heuristic for identifying minimal
subsets of features (reducts), which integrates the
information capacity weights obtained during the
discretization phase. This addition reduces the complexity
of the rules by approximately 40-60% without
compromising classification performance.

3. A conflict resolution framework based on
an integral class support score that aggregates confidence
in correctness, support metrics, and interval reliability
weights.  This  configuration  enables  accurate
classification even when multiple conflicting rules are
triggered simultaneously. The remainder of this article
is structured as follows: Section 2 reviews the
relevant literature. Section 3 presents a comprehensive
mathematical foundation for the PKB approach. Section 4
presents the experimental results. Section 5 discusses the
results and their broader implications in detail. Finally,
Section 6 provides concluding remarks on the study.

Literature Review and Problem Statement

Modern photovoltaic monitoring systems utilize
"edge-cloud" architectures that integrate thermal images
captured by unmanned aerial vehicles with SCADA
systems to detect fire risks [4, 21]. Deep learning
paradigms, particularly architectures from the YOLO
family [8], are frequently used to detect thermal
anomalies in photovoltaic panels [1]. Thakfan et al. [5]
conducted an extensive study of artificial intelligence
(Al)-based fault detection and diagnosis protocols for
building energy networks. They highlighted the inevitable
trade-off between prediction accuracy and model
transparency, an obstacle that continually drives the
development of interpretable diagnostic systems for
decentralized energy networks [22].

RST provides a robust mathematical framework for
processing fuzzy, uncertain, and partial datasets without
the need for external parameters such as probability
distributions or fuzzy membership functions [17].
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The basis of this theory is the principle of
indistinguishability of identical elements, which divides
the set of instances into separate equivalence classes
according to their specific attributes [13].

Fundamental mathematical elements, including
lower and upper approximations and the boundary region,
facilitate the derivation of both deterministic
and probabilistic conclusions from data sets [19].
Luo et al. [23] clearly defined the discrimination
matrix and the discrimination function, laying
the theoretical foundation for identifying minimal
subsets of features (reducts) that preserve full
classification capability.

A comprehensive compilation established the
practical application of RST in intelligent decision-
making [24], while Blaszczynski et al. [25] extended
the methodology to account for multi-criteria
decision analysis.

Subsequent research directly linked RST to data
mining, establishing decision tables [26], decision rules,
and reducts as the primary mechanisms for knowledge
discovery. For example, the LERS framework [27]
demonstrated effective rule induction using rough sets,
paving the way for the development of PKB. Despite
these breakthroughs, most RST applications rely on
pre-discretized data, often neglecting the quality and
methodology of the discretization process.

Discretization, i.e., the transformation of continuous
variables into discrete categorical intervals, is
an important preprocessing step for symbolic
classification models [28]. The study [20] employed
a recursive entropy-based discretization technique that
relied on the minimum description length (MDLP)
principle to determine stopping conditions. This strategy
remains the industry standard for supervised
discretization. Their approach identifies partition
points that minimize the conditional entropy of class
labels, thereby isolating threshold values that optimally
distinguish between categories.

Garcia et al. [28] compiled a detailed classification
of discretization methods, grouping them by supervision
level (supervised vs. unsupervised), partitioning logic
(top-down vs. bottom-up), and evaluation metrics
(entropy, error rate, or statistical measures). Toulabinejad
et al. [29] demonstrated that supervised discretization
significantly improves the performance of character-
based classifiers compared to simple unsupervised
binning. Furthermore, Huang et al. [30] investigated
binning as a fundamental tool, detailing the theoretical

relationships between binning quality and the subsequent
accuracy of classification tasks.

A significant drawback of algorithms based solely
on entropy is their inability to account for the density
distribution of attribute values. As illustrated by Xun
et al. [31] in their comparative analysis of entropy
frameworks, different discretization metrics can vyield
radically different results for threshold placement
and classification. This insight is the driving force behind
the development of the multi-criteria methodology
presented in this article, which improves upon traditional
entropy metrics by incorporating density analysis.

Kernel density estimation (KDE) is a nonparametric
technique for approximating probability density functions
from raw data [32, 33]. Silverman’s comprehensive
text [34] outlines the principles of KDE, including
methods for determining bandwidth. When applied to
binning, KDE allows for the detection of "natural breaks"
in data profiles — specifically, valleys between density
peaks that indicate logical separations between distinct
subpopulations. The WEDD algorithm uses this feature to
precisely position discretization thresholds at the density
minima of the dataset, ensuring that the generated intervals
correspond to the fundamental structure of the dataset.

In SCADA systems, decision-making frameworks
based on Boolean logic cross-reference sensor data,
including thermal anomalies, bypass diode temperatures,
and fire alarms, to classify operating conditions [35].
Combining fuzzy production rules with existing SCADA
logic provides a unique opportunity to enhance the
transparency and verifiability of automated fire risk
assessments, serving as the primary driving force for the
methodology detailed in this study. Guided by these
practical operational requirements, the primary objective
of this study is to enhance the transparency and reliability
of automated fault identification in cyber-physical PV
networks by formulating a rule-based PKB that relies
exclusively on continuous sensor readings. To achieve
this goal, three main tasks are performed: (i) developing
an innovative WEDD algorithm designed to segment
continuous attributes by weighting class differences with
respect to the natural density of the data; (ii) extracting
minimal, non-redundant feature sets (reducts) using
an information-weighted rough set heuristic aimed at
minimizing rule complexity; and (iii) formulating
a robust conflict management protocol that uses integral
class support metrics to generate practical deterministic
and probabilistic IF-THEN rules, ideal for integration into
SCADA systems with limited computational resources.
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Methods and Materials

The PKB approach consists of seven steps that
transform raw sensor data into a self-contained,
interpretable classification system. Figure 1 shows the
complete process architecture.

Criterion 1. The information model of the
classification task is represented as a decision-making
system (DMS) described by a tuple:

DMS=(U,Au{d}.V, f), €

whereU = {x,,X,,..., X, } is a finite set of objects (a space
in which each objectx;, corresponds to a row of the
feature matrix B);A={a,a,,...,a,} is a set of

conditional attributes (features) corresponding to the
columns of B; d is a decision attribute defined by the class

label vector Y;V = | J V, is the domain of attribute
acAuL{d}

values; f :Ux(Au{d}) >V is an information function

that maps objects to the values of their attributes.

Inductive Learning Phase

Stage 3: Production
Rule Generation

Inductive learning

Stage 4: Rule Base
Optimization &
Validation

Candidate

(e.g.,
decision trees,
association rules)
generates rule
candidates based on
granulated data and
class labels.

rule set | Optimize rule set for

coverage, consistency,
and minimality.
Validate against
against test data to
avoid overfitting.

data

A
|| Feedback for
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production
rules

<

Optimized productions
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Fig. 1. Schematic architecture of the proposed PKB approach. The system consists of an inductive learning phase (steps 1-5) for data
discretization, granularity, and rule generation, combined with an operational inference phase (steps 6—7), which uses the
compiled rule base for interpretable real-time defect classification in cyber-physical systems

Fig. 2 shows a visual representation of the DMS
formalization, illustrating how the feature matrix B
and the class vector Y are mapped to the formal
representation of a tuple.

Stage 1. Multi-criteria adaptive discretization
(WEDD). Since the feature matrix B contains continuous
values, these must be divided into intervals so that
symbolic inference rules can be constructed. We propose
the WEDD method, which simultaneously optimizes two
criteria: information entropy (class separation) and local
probability density (the natural structure of the data).

Criterion 2. Information entropy. For attribute
aeA and threshold T for candidates, the classical
conditional entropy is calculated as:

|U right |

VI

|Uleft|

E(aT;U)= Ul

ENt(U e )+ Ent(Uyg ), (2

where U ={xeU: f(x,a)<T} and

Uright={X€UZf(X,a)2T} are subsets of objects

separated by the threshold T, and Ent(S) denotes the

Shannon entropy [36] of the class distribution

in the subset S :

K
Ent(S) = —z p, log, P, ®)
k=1

where p, is the proportion of class k in the total number

of classes S and K.

Criterion 3. Density distribution at the local level.
KDE [32, 33] is used to estimate the density distribution
of attribute values:

(5

n

_1
n-hiz

V—D,
h

f. (v)

(4)
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where b, is the value of attribute a for object x; , K (:)

is the Gaussian kernel function, and h = n Y@+

bandwidth parameter defined by Scott’s rule [34].

Information Function f

o is the

The key conclusion is that optimal discretization
thresholds must pass through low-density regions, the so-
called "valleys" between natural clusters, rather than
arbitrarily dividing dense regions.

Decision Making System (DMS) Formal Model
DMS =<U,AU{d},V,f>
Where:

f:ux@u{d}) -V

- U = {xy, ..., X,} is the Universe (Set of Objects)
- A ={ay, ..., ay) is the Set of Conditional Attributes

i - d is the Decision Attribute, generating Class Labels Y
Attributes -V is the Value Domain, containing all attribute values f(x, a)
(Columns) |- £ is the Information Function, mapping objects and attributes to values

Conditional Attributes A = {a, ..., a;} Decision Attribute d
- I ; (Class Label)
Universe U ay az aj am Class Vector Y
X1 V11 | V12 Vim | Vim Y1
X2 Va1 | V22 V2m | Vam Y2
Objects Classes
(Rows of B)

= —
=

x [m——D| vy | v | . |fCea) =] o | vim Yi [ Y=Ulxd-yxel)
=

Vn1 | Vn2 f(xn' aj) =Vij| | Vnm Yn

Xn
‘ Class
Vector
Value Domain V Y

V = {v | v € Range(f)}

Fig. 2. The formal structure of a DMS. The feature matrix B provides the conditional attributes A, the class vector Y provides the
decision attribute d , and the information function f maps objects to their attribute values in the domain V

Multi-criteria  objective function. An integral
quality criterion Q(a,T) is introduced for threshold

optimization, which must be minimized:
Q(aT)=a-E(aT)+(l-a) f,(T), (5)

where E(a,T) is the minimum-maximum normalized

entropy, f,(T) is the minimum-maximum normalized
density at point T, and «e[0,1] is a weighting
coefficient that controls the trade-off between class
separation and structure preservation.

In the experiments conducted, « =0.6 emphasizes
class separation while simultaneously incorporating
density information.

Recursive discretization algorithm. The WEDD
algorithm works as follows.

Algorithm 1. WEDD discretization.
Input: Special column b, , class vector Y , weight «
1. Sort the values of b, in ascending order

2. Create threshold values for candidate7” as the
midpoints between adjacent distinct values

3. Compute the KDE profile of f, (v) using a Gaussian
kernel with Scott’s bandwidth

4. For each candidate T € 7, perform

5. Compute the conditional entropy E(a,T;U) using

formula (2)
6. Calculate the density f, (T) using equation (4)

7. Complete for
8. Normalize:

= E-E_ — f—f_

E ,T — min , f T — a min

(a ) Emax - Emin a( ) fmax - fmin
9. Compute Q(a,T)=aE+(1-a)f, forall T
10. Select T =argmin{Q(a,T)}
T

11. Apply the MDLP stopping criterion
12. If the MDLP criterion is not satisfied, then
13. Recursion on the subintervals of U, and U

14. terminate if

15. return T, ={rl,72,...,rka}

Output: Set of optimal thresholds T,
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Stage 2. Feature space transformation and
information granularity. After discretization, continuous
values in B are mapped to discrete codes using
a quantization function.

Definition 2 (quantization function). For each
attribute  a; e A with optimal threshold values

Tj* = {Tj,l,...,ijkj} , the quantization function

¢; :V, — Z" maps continuous values to interval codes:

0, ifbij<rj’l;
b;:¢j(bij): m, if 7, <b <7 (6)
S A

The result is a discrete matrix B” = {bu} , in which

each element is an integer denoting the qualitative state of

the attribute (e.g., 0 = "low", 1 = "medium", 2 = "high").
Definition 3 (Indistinguishability Relation). Based

on B, the indistinguishability relation IND(A) defines

the condition of logical identity between two objects:

IND(A)={(x.x)eUxU :Va, e A b =b,|. (7)
This  relation  divides the space into
equivalence classes (information granules)

U/IND(A):{Ei, E,.....E }, where L <n. Each granule

E, groups objects that have identical discretized

attribute signatures S, = <b;1,b;2,...,b;m>. A granule
is classified as:
— deterministic (pure): if all objects in E belong to

a single class (|6(Ep)|:1, where 0(E,) is a set of

distinct class values within E, ) ;
— inconsistent: if the objects in E, belong to several

classes (|6(Ep)|>1), indicating an overlap of classes

in the discrete feature space.

RP : IF conditions = d =y,

The confidence Conf (R, )<1.0 reflects the degree

of class ambiguity within the granule. Rules with a
confidence level below a threshold value may be flagged
for human review in safety-critical applications.
Fig. 3 illustrates the relationship between the lower
approximation, the boundary region, and the upper
approximation in the context of fuzzy set classification.
Stage 5. Minimizing the feature space using
a reduction search. To determine the minimum

Stage 3. Formulation of deterministic production
rules. Definition 4 (lower bound). For each decision

class X;={xeU:f(xd)=y;}, the lower bound is
defined as [17]:

AX; ={xeU:[x], c X;}, (8)
where [x]A denotes the equivalence class containing x.

An object x belongs to the lower approximation of
the class X; if and only if its entire equivalence

class consists exclusively of objects of that class.
This guarantees deterministic classification
with 100% certainty.

Each deterministic granule E, < AX; generates

a production rule:

Ry:IF (el )a-n(a el )=d=y;, (9
where 1, is the range of values of the k -th attribute
corresponding to the discrete code v, .

The support of the rule R, quantifies its statistical
significance:
supp(R, ) =|E, " X;| /1. (10)

The overall quality of the approximation is
measured by Pawlak’s classification quality index [13]:

7A(d):iléxj|ﬂul , (11)

which represents the proportion of objects that can be
unambiguously classified using deterministic rules.

Stage 4. Synthesis of probabilistic rules
from boundary regions. Conflicting granules, i.e.,

those where |8(Ep)|>l, form a boundary region

BNA(Xj). For each such granule, a probabilistic

rule is constructed:

with Conf (R, ) =|E, " X;|/|E,|. (12)

set of features required  for
a discriminability matrix M [23 ]

classification,
is constructed.

For each pair of granules (Ei ) Ej) from different classes:
c; ={a e Al #hby |, wheny, =y, (13)

The discrimination function is a combination
of all disjunctions from non-empty cells:

fos (- a,) = {U(e;) ¢4 ¢®}. (14)
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Fig. 3. RST approximation. Deterministic granules (entirely within the target class Xj ) form the lower approximation (solid green);

granules that partially overlap the class boundaries form the boundary region (striped yellow); their combination forms the
upper approximation. The lower approximation guarantees 100% confidence in the classification

Johnson’s modified algorithm with information
weights. Finding all reducibles is NP-hard [23].
A weighted heuristic based on Johnson’s greedy
algorithm is proposed, where the priority of selecting

each attribute includes its information capacity
weight from the discretization stage:

W (a, ) = Count (a, ecij)-(l—E(ak )) (15)
where  E(a) is the normalized  average

conditional entropy of attribute a,, calculated over

its discretization points.

Attributes with lower entropy (better class
separation) receive higher weights, which shifts the
greedy search toward features that are both discriminative
and informative. The core of the attribute set is
the intersection of all reducts:

CORE(A)={a, e A:3c; ={a,}}. (16)

The principal attributes are represented as single
elements in the discriminability matrix and are
indispensable for classification.

Stage 6. Compiling the PKB. The PKB is compiled
as a standalone data structure that includes:

— discretization thresholds {Tj*} for all attributes;

— the selected reduction RED c A;

—  deterministic
(confidence = 1.0);

— probabilistic rules from the boundary region
(confidence <1.0);

— metadata:
each rule.

lower approximation  rules

support, reliability, coverage for

This structure allows the system to be deployed
without external dependencies. The PKB is a fully-
fledged, verifiable artifact that can be serialized in
JSON format and embedded in peripheral devices
or SCADA controllers.

Stage 7. Weighted inference  mechanism.
The inference procedure for classifying a new object
Xoew = (B1,...,b, ) proceeds as follows:

Step 1. Discretization. Apply the saved quantization
functions:

X;=¢;(b;), Vje{l..,m}. (17)

Step 2. Rule activation. Search the knowledge
base for all rules whose conditions match the
discretized signature, using only the attributes selected
in the reduct RED.

Step 3. Conflict resolution. When multiple rules are
activated for different classes, calculate the class’s
integral support score:

S(y,)= . Conf(R)-Supp(R)-w,,

Ri €Ractive
Class=y

(18)

where w, is the interval reliability weight obtained

from the density profile in the discretization zone.
The final classification is:
y =argmax, S(y,). (19)
Step 4. Matching with error. If no rule matches
perfectly, the Hamming distance-based matching
procedure finds the closest rule. If no acceptable
match is found, the default class (the most frequent in Y )
is assigned.
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Case study

Experimental Setup

SCADA simulation dataset. To validate the PKB
approach in the context of monitoring fire hazards in
photovoltaic systems, a simulated SCADA dataset was
created with the following characteristics:

— size — n=1,000 samples (measurements from
arrays of photovoltaic modules);

— characteristics — 3 continuous sensor measurements:

a) thermal anomaly intensity (X;) — range [0, 100],
threshold 50;

b) bypass diode temperature (X;)

[20, 120]°C , threshold 70°C;

range

c) fire sensor signal (X,)

threshold 5;

— classes — 5 operational states based on Boolean
logic combinations (Table 1); — noise — Gaussian noise
added to class-dependent distributions (4 =0, o=0.5,

— range [0, 10],

random seed = 42).

Benchmark Datasets. Two publicly available
benchmark datasets from the UCI Machine Learning
Repository [37] were used:

— Iris [38]: 150 samples, 4 features, 3 classes
(setosa, versicolor, virginica). — Wine [39]: 178 samples,
13 features, 3 classes (grape varieties). For the SCADA
dataset, the full dataset was used for both training
and validation to evaluate PKB’s ability to model
the full feature space. For the benchmark datasets,
5-fold stratified cross-validation [40] was used with
a fixed random seed of 42 to ensure reproducibility.
The PKB approach was compared with two baseline
models: a decision tree (a CART implementation using
scikit-learn [37]) and Gaussian naive Bayes.

Table 1. SCADA operational states and their Boolean
logical definitions, which correspond to the fire hazard truth
table implemented in the PV SCADA monitoring system

State X; Xy Xy Count
Normal Low Low Low 300
Safe bypass High High Low 250
Fire hazard High Low Low 150
Defective diode | Low High Low 150
Active fire Any Any High 150

WEDD discretization results
The WEDD algorithm with «=0.6 gave the
following discretization thresholds (Table 2)..

Table 2. WEDD discretization thresholds compared to the
class boundaries in the real-world scenario. The algorithm
successfully restores thresholds close to the true values, with
cutoff points located in the density valleys

Characteristics Truth | WEDD Cuts Bins
Thermal Intensity 50.0 428,475,547 | 4
Diode temperature (°C) | 70.0 58.5,70.0,76.0 | 4
Fire alarm 5.0 5.4 2

Fig. 4 shows a visualization of the WEDD
discretization results,  displaying  class-specific
histograms, KDE density curves, and selected cutoff
points for each feature.

Key observations in Fig. 4 include:

a) the temperature limit of the bypass diode at
70.0°C accurately reproduces the threshold of the real-
world scenario;

b) the intensity of the thermal anomaly is subject
to three thresholds that encompass the true boundary
at 50.0 on both sides, creating a transition zone that
captures the overlap between classes;

c) the fire sensor signal requires only a single
threshold at 5.4, located in the density valley between
the fire and non-fire populations.
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Fig. 4. WEDD discretization results for three SCADA sensor characteristics. Each panel shows: class-dependent histograms
(colored bars), Gaussian density curves (KDE) (solid lines), and selected cutoff points (vertical dashed lines).
The bypass diode temperature threshold at 70.0 degrees Celsius almost exactly matches the actual situation.
The fire sensor signal requires only one cutoff point at 5.4, which closely corresponds to the actual threshold of 5.0.
The multi-criteria objective places the cutoff points in the density valleys while simultaneously maximizing class separation

Granulation results and rule extraction

The discretized feature space (combinations)
yielded 32 information granules, achieving a compression
ratio of 31x from 1,000 objects. Table 3 presents the
summary results of the granulation process.

The 19 deterministic rules are distributed as follows:
16 rules for an active fire (covering 98.0% of the class),
and one rule each for a faulty diode, a normal state, and
a safe bypass. It is noteworthy that the fire hazard class

has no deterministic rules: it lies entirely in the boundary
region, reflecting the inherent difficulty of distinguishing
fire hazard conditions (high thermal anomaly + low
diode temperature) from neighboring states. Thirteen
probabilistic rules derived from conflicting granules
complement the coverage with confidence levels ranging
from 50.0% (P12, an equal distribution between
Fire Hazard and Normal Mode) to 99.6% (P5, close to
a deterministic Normal classification).
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Table 3. The granularity of information results from IND(a) equivalence class construction

Indicators Values
Total number of objects (|U|) 1,000
Total number of granules (L) 32
0.032

Compression ratio (L/|U |)

Deterministic granules

19 (59.4%)

Contradictory granules

13 (40.6%)

74 (d) (Classification quality) 0.150
Obijects in the lower approximation 150 (15.0%)
Obijects in the boundary region 850 (85.0%)
Extracted deterministic rules 19
Extracted probabilistic rules 13
Total number of production rules 32

Results of the reductive analysis
Analysis of the discriminant matrix revealed 351
non-empty entries out of 496 pairs of granules with
different majority classes. All three attributes appear as
non-zero elements in the discriminant matrix (Table 4),
since all three attributes have non-zero entries

CORE(A)=RED = A (a complete set of attributes). It is

not possible to reduce the number of features; that is,
each sensor measures a distinct physical phenomenon that
is indispensable for classification. This confirms the well-
thought-out design of the SCADA sensor sulite.

Table 4. Analysis of reducts: feature weights and
discriminative singletons

Characteristics Weight | Singletons Count
Heat intensity 0.328 15 88.5
Diode temperature 0.314 17 20.4
Fire alarm 0.280 16 4.5

Validation results
The PKB extraction mechanism yielded the results
shown in Table 5.

Table 5. Validation metrics for the PKB extraction mechanism on the SCADA dataset (n =1000) : the system achieves an
overall accuracy of 96.2% with perfectly deterministic rule performance

Class Accuracy Recall F1 Count
Active fire 1.000 0.980 0.990 150
Defective diode 0.958 0.913 0.935 150
Fire hazard 0.907 0.980 0.942 150
Normal 0.983 0.957 0.970 300
Safe bypass 0.953 0.976 0.964 250
Average macro 0.960 0.961 0.960 1000
Weighted average 0.963 0.962 0.962 1000

The "Fire Hazard" critical safety class achieves
a recall rate of 98.0% (147 out of 150 correctly
identified), despite relying entirely on probabilistic rules.
The 90.7% accuracy indicates some false alarms in the
"Normal" class, which is an acceptable trade-off in
safety-critical applications where missed hazards
have catastrophic consequences. Figure 5 shows the
confusion matrix for verifying PKB’s conclusions
on the SCADA dataset.

An analysis by rule type reveals a clear dichotomy:

deterministic rules achieve 100% accuracy (150/150),
while probabilistic rules achieve 95.5%
(812/850), all 38 misclassifications stem from
probabilistic rules
of conflict.

accuracy

in granules with a high level
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Fig. 5. A confusion matrix for verifying PKB’s conclusions on the SCADA dataset. The dominance of the diagonal confirms high
classification accuracy across all five operating states. The main sources of errors are misclassifications between a faulty diode
and a safe bypass (10 cases) and between a normal state and a fire hazard (9 cases); both types of errors occur in border regions

where sensor signals overlap

Comparative testing results

Table 6 and Figure 6 present comparative results
for the Iris and Wine test datasets.

On the Iris dataset (4 features, 3 classes), PKB
achieves an accuracy of 93.3%, which is 2.0 percentage
points lower than the best baseline (a decision tree at
95.3%). On the Wine dataset (13 features, 3 classes),

PKB achieves an accuracy of 87.6% thanks to greedy
feature selection based on reduction, which reduces the
feature space from 13 to 3-6 features per fold. Although
Naive Bayes outperforms Wine (97.2%) due to the nearly
Gaussian  distribution of features, which satisfies
its assumption of independence, PKB significantly
outperforms it in terms of interpretability.

Table 6. Comparison of tests using 5-fold stratified cross-validation. The mean standard deviation is shown. The best results

are highlighted in bold

Data set Method Accuracy Macro F1
PKB 0.933 +£0.030 0.933 £ 0.030
Iris Decision tree 0.953 £ 0.034 0.953 £0.034
Naive Bayes 0.947 £ 0.040 0.947 £ 0.040
PKB 0.876 £0.078 0.873 +0.083
Wine Decision tree 0.893 +£0.038 0.896 +0.036
Naive Bayes 0.972 +0.025 0.973 +0.024
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Fig. 6. A comparison of the PKB approach with the baseline "Decision Tree" and "Naive Bayes" models on the Iris and
Wine datasets using 5-fold stratified cross-validation. PKB achieves competitive accuracy (left) and F1 score (right),
while offering the unique advantage of interpretable IF-THEN production rules with explicit confidence scores.

The error bars represent +1 standard deviation across all folds

Application context:

detection of fire hazards using photovoltaic systems
Figures 7 and 8 show the improved detection

accuracy and system performance, respectively.

The PKB approach integrates with the SCADA
system’s Boolean logic layer (Fig. 9) by replacing binary
threshold values with interpretable production rules that

provide classifications based on confidence levels,
enabling operators to understand the logic behind each
fire hazard assessment.

Fig. 10 illustrates the system’s ability to distinguish
between different types of defects based on thermal
profile characteristics.

Detection Accuracy: Single Model vs. Ensemble Method
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Fig. 7. Detection of improved accuracy in CPS PV monitoring. A combined method that integrates thermal palettes M2 (detection of
large defects) and M3 (detection of hot spots) achieves a mAP@0.5 of 0.96 for Class 1 defects (+3%), 0.90 for Class 2, and
0.95 for Class 3 (+2%). The PKB approach complements this detection level by providing an interpretable classification of
operating states based on detected thermal anomalies
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System Efficiency: Baseline vs. Proposed Architecture
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Fig. 8. Improvements in system performance in a CPS architecture with edge cloud computing. Left: 57.0% reduction
in processing time thanks to edge computing. Right: 31.7% reduction in data transfer volume. In addition
to these performance improvements, the PKB output mechanism adds an interpreted fire hazard classification,
enabling proactive safety assessment using SCADA Boolean logic
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- Xli: Elevated bypass diode temperature (on-site sensor)

= X2i: Fire sensor activation (on-site sensor)
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Fig. 9. The logic for making decisions regarding fire hazards, implemented in the SCADA system.
A Boolean truth table correlates three sensor input signals (Xi , Xy XZi) to classify operating states.

The PKB approach improves this logic by providing rules weighted by confidence level instead of rigid binary thresholds,
allowing for a more detailed assessment of borderline cases
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Fig. 10. Thermal profiles for two critical types of defects in photovoltaic modules. Top: a "hot spot” defect,
showing a sharp Gaussian temperature peak (detected by the M3 palette). Bottom: bypass diode activation,

showing a step-like profile (detected by the M2 palette).
these thermal signatures serve as input features for PKB

Discussions

The results of this study confirm the effectiveness of
the PKB framework as a reliable alternative to opaque
"black-box" classification models in industrial settings
where safety is critical. As noted in Section 1,
a significant challenge in modern CPS is reconciling the
high predictive accuracy of deep learning algorithms,
such as YOLO frameworks [3, 8], with the transparency
required to build operator confidence. The proposed
approach overcomes this obstacle by transforming
continuous sensor measurements into explicit symbolic
knowledge. A key element of this achievement is the
WEDD algorithm. Unlike traditional entropy-based
discretization, which isolates class boundaries and often
breaks up natural data clusters, the presented technique
uses KDE to precisely determine threshold values in
density valleys that separate distinct subpopulations.
As shown in Fig. 4, this dual-criterion optimization
allowed the framework to accurately identify physical

When quantified by SCADA sensors,
classification

boundaries of the real-world scenario, such as the 70.0°C
threshold for bypass diode temperature, without manual
tuning. This demonstrates that combining information
entropy with density parameters preserves the intrinsic
semantic architecture of the data, creating a robust
foundation for subsequent rule generation.

The implementation of RST introduced a rigorous
mathematical framework for measuring uncertainty,
a feature often lacking in traditional decision trees or
rule extraction algorithms such as CN2 and RIPPER.
The granularity metrics, detailed in Table 3, indicate that
although only 15% of the synthetic SCADA cases were
mapped to the lower bound (deterministic region), the
architecture maintained exceptional accuracy within
the boundary region using confidence-weighted logic.
This differentiation has significant practical value: the
system can autonomously trigger responses based on
deterministic rules (confidence probability = 1.0) while
simultaneously flagging probabilistic rules (confidence
probability < 1.0) for manual review by human operators.
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Such functionality aligns well with the hybrid decision-
making systems highlighted in recent studies [11], which
advocate for a balance between machine automation
and human oversight. Furthermore, the flawless 100%
accuracy recorded for deterministic rules (Table 5)
provides empirical confirmation of the fundamental
premise of the lower bound approximation: provided the
data structure is clear and well-defined, the resulting
logical rules are absolutely error-free.

An analytical evaluation of the SCADA dataset
confirms that the proposed approach meets stringent
fire safety requirements. The confusion matrix in Fig. 5
demonstrates the model’s ability to
reproducibility under the most demanding operational
conditions. Although the "Fire Hazard" category did not
yield deterministic rules due to significant attribute
overlap, the probabilistic reasoning module achieved
98.0% reproducibility, missing only 2% of actual threats.
This achievement comes with a small trade-off, yielding
90.7% accuracy and a moderate level of false alarms.
In the field of protecting photovoltaic facilities [4],
this approach is highly desirable, as the catastrophic
financial and safety consequences of an undetected
fire far outweigh the minor logistical costs of
investigating false alarms.

Furthermore, comparative baseline tests on the
Iris and Wine datasets (Table 6 and Fig. 6) confirm
that the proposed technique performs on par with
well-known algorithms. Although Gaussian Naive Bayes
outperformed the proposed model on the Wine dataset
(97.2% vs. 87.6%) due to differences in the distribution
of these metrics, the current approach has the distinct
advantage of generating transparent IF-THEN rules.
As shown in Section 4.5, these rules remain fully
controllable from a regulatory standpoint and are easily
interpreted by industry experts. Integrating this
architecture into edge-cloud ecosystems offers significant
advantages over alternatives that are entirely cloud-
dependent or based exclusively on neural networks.
As shown in Fig. 8, this structure provides a significant
reduction in data transfer volumes and computation
latency. By exporting the complete knowledge base —
that is, including discretization boundaries, reducers,
and extracted rules — into a compact JSON format of
approximately 32 KB, the platform ensures exceptional
portability. This artifact can be seamlessly integrated into
the operational logic of edge devices, ranging from the
NVIDIA Jetson AGX Orin to simpler microcontrollers.
Here, it serves as an interpreted reasoning layer, linking

maximize

the visual detection input data of the neural network
with the output data of the SCADA system’s mechanical
actuator. Such a configuration ideally supports the
industry-wide trend toward transitioning to an edge
intelligence system [6], facilitating decentralized
decision-making that maintains functionality even during
potential network outages. Despite these advantages,
various limitations and potential obstacles to research
exist. First, the existing empirical validation relies on
synthetic SCADA data with added Gaussian noise.
Authentic sensor readings from operational photovoltaic
installations often exhibit non-Gaussian distortions,
temporal drift, and hardware malfunctions, which can
reduce the effectiveness of the density estimation module.
The relatively modest classification quality index

yA(d)=0.150 indicates that the three-dimensional

feature space exhibits significant class overlap.
This problem may be difficult to solve without
incorporating additional sensor modalities. Furthermore,
the feature reduction process relies on an adapted greedy
algorithm. Although incorporating information capacity
weights improves the traditional Johnson algorithm, it
still cannot guarantee the discovery of a globally optimal
reduction, which may result in the creation of rule sets
that are more extensive than necessary. The observed
performance degradation on the high-dimensional Wine
dataset indicates that the adopted heuristic may struggle
to manage complex feature interdependencies in high-
dimensional spaces. Future research initiatives should
address these limitations by exploring evolutionary
optimization methods for identifying reducibles and
testing the approach on various real-world industrial
datasets to ensure robustness to environmental changes
and sensor degradation.

Conclusion

This study confirms that the PKB approach is
a carefully designed and mathematically sound
framework for transforming continuous input data from
cyber-physical sensors into clear and useful information.
By combining the recently introduced WEDD algorithm
with the robust mathematical foundations of RST,
a comprehensive pipeline was created to generate highly
accurate, linguistically intuitive, and logically rigorous
production rules. The proposed model underwent
comprehensive testing in a seven-stage workflow,
confirming its effectiveness in managing the complex
demands of industrial monitoring. When applied to
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a synthetic SCADA dataset on fire hazards, the
architecture achieved an impressive overall accuracy of
96.2%, with flawless 100% accuracy in deterministic
cases within the lower bound. Most importantly, for
safety-critical infrastructure, the model achieved 98.0%
recall for fire emergencies, ensuring reliable detection
of hazardous conditions even when their signatures
overlap with those of standard operations. Comparative
benchmarking using the Iris (93.3%) and Wine (87.6%)
datasets confirms that, despite being optimized for
industrial logic, the model maintains competitive
performance in general classification tasks compared
to opaque "black-box" alternatives. The main identified
limitation is the greedy nature of the feature reduction
stage, which can lead to suboptimal subsets in high-
dimensional spaces, as well as the framework’s
dependence on simulated noise models. Looking
ahead, three key research directions are proposed for
further improving this approach. First, incorporating
palette-independent radiometric models will enhance the
system’s robustness to input data regarding ambient
thermal noise. Second, the application of evolutionary
algorithms will help optimize the trade-off between the
compactness of the rule set and classification coverage.
Finally, the development of online learning mechanisms
will allow the knowledge base to dynamically adapt to
the aging of photovoltaic system components.
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WEDD-RST: IHTEPIIPETOBHHWM HIJIXI]I IO BUABJEHHS JE®EKTIB
®OTOEJEKTPUUHUX MAHEJIEN Y KIBEP®I3UUHUX CUCTEMAX

IIpenMeToM ROCITII:KeHHSI € IHTEPIPETOBAHICTh MEXaHi3MiB BUSBJICHHA Ae(pEKTiB (OTOCICKTPUYHMX HaHenel y KibepdiznuHux
cucreMax. IlommpeHHs iHQPACTPYKTYpH BiJHOBIIOBAaHOI €HEPreTHKH TI'eHepye 3Ha4dHi oOcCsru Oe3lepepBHUX CEHCOPHMX [aHUX,
[0 BUMAara€ pO3LIMPEHOr0 MOHITOPHHTY [UIsi 3HIDKCHHS PH3UKIB O€3IEKH, SK-OT MOXKEXKi Ha (POTOSNEKTPHYHHMX CTAHILSX.
OpHak MOWMpeHi MigXOMU TIMOOKOr0 HAaBYaHHS MPAIOIOTH SK HEmpo3opi "JOpHI AIHMKH", SKHM Opakye MpOo30pOCTi JIOTiYHUX
BHCHOBKIB ISl yXBQJICHHS] KPUTUYHO BXKJIUBHX pilieHb. MeToro i€l po6oTH € MOKpaIleHHs iHTepIPETOBAHOCTI CUCTEM BHSIBICHHS
nedekTiB 'y KibepdisMYHUX CcepeloBHIaX CIOCOOOM MOOYJOBH BHPOOHMYOI 0a3W 3HAHb HA OCHOBI TPaBMI O€3MOCEPEIHBO
3a pe3ysbTaTaMu Oe3lepepBHIX BUMIPIOBaHb JATYHKIB. 3aBAaHHS JOCTiAKeHHs: PO3POOICHHS METOLY aalTHBHOI IUCKpeTH3alli,
ineHTHdiKamis MiHIMAJbHUX IIJMHOKHH O3HaK Ta BHUPIMICHHA CYNEPEWIMBHX IIA0JOHIB 32 JOMOMOTOO IHTETPAIbHOI OI[IHKH
miaTpuMKH Kiacy. Meroam mnepenbavaioTh iHTerpauito Teopil HaOmwkeHux MHOXKHH (RST) 3 HOBUM anropuTMoMm 3BakeHOT
eHTpomniiiHo-mineHicHOT auckperusanii (WEDD). Meton onTuMmisye mOpornm Ha OCHOBI NOIBIHHOTO KpuTepito iH(opmarmiiHol
EHTPOIl Ta JIOKAJbHOI MIUTBHOCTI HMOBIPHOCTI, BHUKOPHCTOBYIOUH OIHKY SApa IIUIBHOCTI Ui PO3MINIEHHS TOYOK 3pi3y
B TNPUPONHHUX 3amajuHaX IaHuX. JleTepMiHOBaHI TpaBWia BIIYYalOThCA 3 HIDKHBOTO HAONKEHHS, a WMOBIPHICHI NpaBHia
CHHTE3yIOTbCS 3 TPaHWYHOI AUTAHKH. Pe3yJbTaTH OOUYHMCIIOBANIBHUX EKCIICPUMEHTIB JEMOHCTPYIOTh BHCOKY e(eKTHBHICTh
3aMporoHOBaHOTrO MeToay. [lepeBipeHa Ha 3MonenroBaHOMY Habopi nannx SCADA niis BUSBIICHHS MOXKEXKHOT HEOE3MEeKH, cUcTeMa
Jocsirae 3arajgbHOi TouHOCTI 96,2% 1 Makpo-Fl-ominkm 0,960. 3okpema, Bona mae 100% TOUHICTH AT IETEPMIHOBAHUX TIPABHII
i 3abesnedye moBHOTY 98,0% I KPUTHYHOTO KIacy MOXEXKHOI HeOe3NeKW, CIpPUSIOYM BUCOKIH HaJIMHOCTI B aBapilHHUX
cueHapisx. OTpumana 0a3a 3HaHb € caMOJOCTaTHIM 1 JierkuM aprtedaktom y dopmari JSON, mpuaaTHUM Ui PO3TOPTAHHS
Ha nepudepiiHNX TPHUCTPOSX 3 OOMEXEHMMH pecypcaMu. BucHoBKHM: nocmipkeHHs yTBepmkye miaxin WEDD-RST
SIK CTPOTY CTPYKTYpy Ul TIEPETBOPECHHS HEOOpOONICHHX JaHWX JaTYMKIB Ha TIOBHICTIO mepeBipioBaHi mpasmia |F-THEN
i3 IBHUMH OILIIHKaMHU BIIEBHEHOCTI, MPOIIOHYIOYH BHCOKOHAAIHHE Ta iHTEPIPETOBAaHE PIICHHS IS aBTOMAaTU30BAHOTO MOHITOPHHTY
Oe3mekd B Kibep(hisHIHUX CepeIOBHIIIAX.

KorouoBi cioBa: BupoOHHMYa 0a3a 3HaHB; Teopis HAOIMKEHHX MHOXKHH; IUCKPETH3allis; TpaHyJsiis iHdopMmarii; pemykT;
knacudikarmis; kibepdizuaai cucremu; Goroenexrpruunnii MmoHiTopusr; SCADA.
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